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Sentec Agent v24.8.5+ Instalasi dan Pedoman Pengguna

Install
a. Download installer melalui Sentec PMS atau Sentec POS
i Sentec PMS
1. Buka menu “Key Card Setup”
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2. Isi URL (default: https://localhost.agent.pms.sentec.io), Token (default:

eyJhbGciOiJlUzI1NilsInR5cCl6IkpXVCJ9.eyJpZCl6ljFjY2I1zNzAyLTc4YWMtNDEzNCO
50GMyLWU1OTVINWVIMmMQyZilsinVpZCI6MX0.sVLG2LsH9ZvyGZ0u6Rd0b396mPo
G9yW9HpUypZXhHNM). Klik “Check Agent Update”.
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3. Klik “Sentec Agent Installer v[XX.XX.X] untuk 64 bit operating system atau Sentec
Agent Installer v[XX.XX.X]-x86 untuk 32-bit.


https://localhost.agent.pms.sentec.io
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¥ sentec Agent Installer v.24.62 ¥ Sentec Agent Starter Pack

ii. Sentec POS
1. Buka menu “Agent"
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2. Isi URL (default: https://localhost.agent.pms.sentec.io), Token (default:
eyJhbGciOiJlUzI1NilsInR5cCl61kpXVCJ9.eyJpZCl6ljFjY2I1zNzAyLTc4YWMINDEzNCO
50GMyLWUTOTVINWVIMmMQyZilsInVpZCI6MX0.sVLG2LsHIZvyGZ0u6Rd0b396mPo
G9yW9HpUypZXhHNM). Klik “Check Agent Update”.



https://localhost.agent.pms.sentec.io
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Agent Installer v[XX.XX.X]-x86 untuk 32-bit.

3. Klik “Sentec Agent Installer v[XX.XX.X] untuk 64 bit operating system atau Sentec
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k and follow the steps in the instructions PDF file
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b. Buka file installer yang di-download sebagai administrator. Pada halaman pertama instalasi, klik

“I Agree”




L5 Sentec Agent 24.8.5 Setup — *
SENTINEL Ueense Agreement

J rECH Please review the license terms before installing Sentec Agent
24.8.5.

Press Page Down to see the rest of the agreement.

“opyright 2022 Sentinel Tech Y

This software is provided ‘as-is', without any express or implied warranty, In no event
will the authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, induding
commerdal applications, and to alter it and redistribute it freely, subject to the following
restrictions:

1. The origin of this software must not be misrepresented; you must not daim that vau
wrote the Driginal su_jftware. _ _ o _ _ W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Sentec Agent 24.8.5.

Cancel

c. Kiik “Next” pada halaman “Destination Folder”

£5 Sentec Agent 24.8.5 Setup — *

P SENTINEL Choese Install Location
a FECH Choose the folder in which to install Sentec Agent 24.8.5.

Setup will install Sentec Agent 24.8.5in the following folder. To install in a different folder,
dick Browse and select another folder. Click Mext to continue.

Destination Folder

| C:'Program Files\Sentec Agent Browse...

Space reguired: 387.7 MB
Space available: 269.2 GB

d. Pilih “Install”’. Masukkan host domain/subdomain yang sesuai dengan bagian 1.a.i.2 atau
1.a.ii.2 (default: localhost.agent.pms.sentec.io). Masukkan password baru yang akan




digunakan nantinya apabila diperlukan migrasi server.Environment default adalah Production.
Klik “Install”.

57 Sentec Agent 24.8.5 Setup = >

6 SENTINEL ©hoose Install Location

TECH Choose the folder in which to install Sentec Agent 24.8.5.

Please choose install or update :
(JUpdate
(®) Install

Please enter the host domain/subdomain :

| localhost.agent.pms. sentec.io |

Please create .pfx password :

Please choose Sentec PMS/POS Environment :

() Development
(®) Production

Mullsaft Inskall Swskem w308

e. Instalasi berlangsung

£5 Sentec Agent 24.8.5 Setup —

6 SENTINEL 'mstalling

TECH Please wait while Sentec Agent 24.8.5 is being installed.

Export-PfuCertificate @paramspfx

Show details

Mullsaft Inskall Swskem w308

« Back Close Cancel

f. Klik “Close” setelah instalasi selesai



TECH Setup was completed successfully.

G SENTINEL Installation Complete

Completed

Show details

< Back Close Cancel

g. Browser akan membuka jendela baru. Untuk me-manage token, sign-in pada halaman tersebut.

Welcome

Sign in to Sentec Agent

Username ‘

Password o ‘
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h. Service berjalan di Windows Service, untuk membuka Windows Service dan melakukan
pengaturan terhadap Sentec Agent, cari “windows service” dari search bar pada start menu.
Buka sebagai administrator.



-

All Apps uments

Best match

Qz Services
App

Apps

& BlueStacks Services
Component Services

Search the web

windows servi - See more search results

windows services

windows service manager

windows service monitoring tool

windows services.exe

windows service pack

windows services console

windows service bus

o
3
3
0
P
0
pel
0
pel

windows service installer
Ask Copilot

2 windows servi

o !

Services
App

Open

Run as administrator
Open file location
Pin to Start

Pin to taskbar

Service SentecAgent dapat di-restart, di-stop dari halaman tersebut.

SentecAgent

Server

&} Shared PC Account Manager
&} Shell Hardware Detection
Smart Card

&l Smart Card Device Enumera..,

5k Smart Card Removal Policy
SNMP Trap

&} Software Protection

S Spatial Data Service

Spot Verifier

55 SOL Server VSS Writer
5} SSDP Discovery

% State Repository Service

Supports fil...

Manages pr...
Provides no...
Manages ac...
Creates soft...
Allows the s...
Receives tra...
Enables the ...
This service ...
Verifies pote...

Provides th...
Discovers n...

Provides re...

Running

Running

Running

Running
Running

Running

Automatic
Automatic (T...
Disabled
Automatic
Manual (Trig...
Manual (Trig...
Manual

Manual
Automatic (...
Manual
Manual (Trig...
Automatic
Manual
Manual

Local System
Local System
Local System
Local System
Local Service
Local System
Local System
Local Service
MNetwork Service
Local Service
Local System
Local System
Local Service

Local System

i Services - O
File Action View Help
&= | FE = HBHEl vreuwn
. Services (Local) . Services (Local)
SentecAgent MName Description Status Startup Type Log On As &
. &} Secondary Logon Enables star... Manual Local System
%%;::hs:?::\reice &}k Secure Socket Tunneling Pr...  Providessu.. Running  Manual Local Service
— Security Accounts Manager  Thestartup ... Running  Automatic Local System
G} Security Center The WSCSV... Running  Automatic (..  Local Service
E}k Sensor Data Service Delivers dat... Manual (Trig...  Local System
&} Sensor Monitoring Service Menitors va... Manual (Trig..  Local Service
Sensor Service Aservice fou. Manual (Trig...  Local System

v

\ Extended /(Standard /

(Optional) Salin ‘sentec-agent.db’ dari “C:\Program Files\Sentec Agent”, paste dan replace file

tersebut di “C:\Windows\System32”




2. Update
a. Cek update seperti pada bagian 1.a.i.2 atau 1.a.ii.2
b. Apabila terdapat versi lebih baru, unduh file instalasi tersebut seperti pada bagian 1.a.i.3 atau
1.a.ii.3
c. Buka file instalasi, lakukan langkah 1.b dan 1.c, kemudian pilih “Update” pada halaman berikut.
Biarkan opsi lain sesuai default-nya.

©5 Sentec Agent 24.8.5 Setup — >

G SENTINEL Choose Install Location

[ECH Choose the folder in which to install Sentec Agent 24.8.5,

Please choose install or update :
(®) Update
() Install

Please enter the host domain/subdomain ;

| localhost, agent. pms. sentec.io |

Please create .pfx password ;

Please choose Sentec PMS/POS Environment ;
() Development
(®) Production

< Back Install Cancel

d. Klik “Install”, lanjutkan dengan langkah 1.e, dan 1.f
3. Uninstall
a. Buka direktori instalasi Sentec Agent (default: C:\Program Files\Sentec Agent). Cari “Uninstall”.




b.

C.

[ =1 Manage Sentec Agent

Home Share View Application Tools
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Sentec Agent D System.Xml Serialization.dll
[ This P D System.Xml XDocument.dll
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[ Desktop

2] System.Xml.XPath.dll

[ Documents [@ System.Xml.XPath.XDocument.dll
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Buka file tersebut sebagai administrator. Klik “Uninstall”

{9 Sentec Agent 24.8.5 Uninstall

: N QENTINEL Uninstall Sentec Agent 24.8.5

TECH Remove Sentec Agent 24.8.5 from your computer.

uninstallation.

Sentec Agent 24.8. 5 will be uninstalled from the following folder, Click Uninstall to start the

Uninstalling from: | C:\Program Files\Sentec Agent!,

Mullsaft Install Sywskem w3, 08

Uninstall Cancel

Klik “Close”




4. Migrasi / Mengganti PC yang digunakan sebagai Server Sentec Agent
a. Apabila Sentec Agent hanya diperlukan di PC tersebut (tidak ada device lain sebagai client
yang terhubung dengan PC server Sentec Agent yang akan diganti) dan host
domain/subdomain yang digunakan adalah localhost.agent.pms.sentec.io, lakukan proses
instalasi ulang pada PC server Sentec Agent pengganti seperti pada langkah 1.
b. Jika tidak, lakukan langkah-langkah berikut:
i. Install Sentec Agent sebagai update seperti pada langkah 2.
ii.  Salin (copy and replace) beberapa file sebagai berikut dari direktori instalasi Sentec Agent
di PC yang akan diganti ke direktori instalasi Sentec Agent di PC pengganti:
1. [subdomain/domain].cer, contoh: localhost.agent.pms.sentec.io.cer
2. [subdomain/domain].pfx, contoh: localhost.agent.pms.sentec.io.pfx
3. appsettings.json
4. install-cert.ps1
5. uninstall-cert.ps1
iii.  Buka direktori instalasi di PC pengganti, buka file [subdomain/domain].pfx (contoh:
localhost.agent.pms.sentec.io.pfx)
iv. Pilih “Local Machine”, “Next”

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

i) Current User

{®) Local Machine

To continue, didk Mext.

| ONext | | Cancel

V. “Next”



& L¥ Cerificate Import Wizard

File to Import
Spedfy the file you want to import,

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS £7 Certificates (P7E)

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

vi.  Masukkan password yang diinput pada langkah 1.d ketika proses instalasi pada PC yang
akan digantikan. Pilih opsi sesuai dengan gambar berikut:



& =¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[]Display Passward

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys ata later time.

[JProtect private key using virtualized-based security(Mon-exportable)

Incude all extended properties.

Mext Cancel

vii.  Di halaman selanjutnya, pilih “Place all certificate in the following store”, kemudian pilih
“Trusted Root Certification Authorities”, “Ok”, “Next”



viii.

<«

&% Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Flace all certificates in the following store

Certificate store:

| | I Browse...

Select Certificate Store

Select the certificate store you want to use,

| Personal

Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities

| Trusted Publishers
...... 1 Intruetad Cartifirates

[ show physical stores

Cancel

“Finish”

~

o# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish,

You have specified the following settings:

(072 ) o= =] 1 g = —mi=e syl B2 8 Trusted Root Certification Authorities

Content PFX

File Mame C:'Program Files\Sentec Agentocalhost.agent. pms.
< »




ix.  Apabila terdapat perubahan IP Address antara PC yang diganti dan PC Pengganti, perlu
dilakukan perubahan pointing IP dari subdomain/domain yang digunakan.
X.  Restart SentecAgent Service di Windows Service.
5. Beberapa issue yang sering terjadi
a. Ketika mengakses domain/subdomain Sentec Agent Server, halaman tidak menampilkan list
token setelah login.

= < @ sentecAgent 3l
& Token Token
+ NEW TOKEN

D
o

[u}
o

[n]
o

[u}
o

D
o

D
o

]
o

[u}
o

Sentinel Tech © 2021 2485

i.  Buka Inspect klik kanan => “Inspect” atau tekan ctrl+shift+i, pilih tab “Application”, klik
“Clear site data”

@ Devlools - localhostagent.pmssentec.io/

s Lo Elements Network Console Sources Memory Application Performance Lighthouse EE]
Application Storage
> Manifest
D e https://lacalhost.agent.pms.sentecio/
°¢ Service workers
Storage
@ g Usage
Storage 5.2 MB used out of 306942 MB storage quota
»EB Local storage Learn more

»EB session storage
B IndexedDB 52MB M Cache storage

F@) Cookies 13.9 kB Service workers

B Private state tokens 5.2MmBe 5.2 MB Total

@ Interest groups
P@ Shared storage
’@ Cache storage —
U simulate custom storage quota
@ Storage buckets

Background services

Back/forward cache Clear site data O including third-party cookies
ki

T, Background fetch

{3 Background sync Application

B Bounce tracking mitigations
Cl Motifications

B3 payment handler

® periadic background sync

» T, Speculative loads Local and session storage

Unregister service workers
Storage

¢ Push messagin
- indexedDB
D Reporting API

Web SQL

Frames

Cookies
»3 top

Cache storage




ii. Refresh halaman, lalu login kembali.

@ Sentec Agent

@ Token Token
+ NEW TOKEN
I0) eyIhbGciOiITUZTINITSINRSCCT6TkpXVCIS . eyIpZCT6T Y21 zNzAYL TCAYWMENDEZNCOS0GHy LWU1OTVANKVIMmQyZi Ts TnVpZC T6MX8 . SVLG2L sHOZvyGZOubRAOb39 6mPoGIyIHpUypZXhHNM

2021-09-0711:17:50 [J

IT] eyIhbGeiOi ITUZTINATSTNRSCCTETKpXVCIS . eyIpZCT6ImMAMDMSYTImL TYZODTNGN My@4NTAY L TezY3Y371ExZDg271 Ts InVpZC T6MX@ . PRF JQeLqbIZ6B-0Mz7ALNT xFemiXZsKRIOce - FIFChe

2021-09-07 11:34:36 [lJ

I} eyIhbGeioilTUZzIINITsInRSCCIEIpXVCIS. eyIpZCI6IFRY2ZiNIBILTZiNNTENDNMOSOSONVILINF LY 2VhMzkxHTMSHS TsInVpZC T6MXO . SZVVPH-VP1ms802_Bz28FQE erMukRRawZxsNIz0dBXM

2021-09-0812:59:42 [lJ

D) eyIhbGei0iITUZTINI TsInR5cCT6TkpXVCTS. eyIpZCI6InNOWRNZGUWL Tg1M3VENDhKZ104M NN LTIKY 2ExMnYuONRKM: Ts TnVpZC T6MXO . SUAY i 3FiRANPBB_1TriMugRxmDVH3fRyOFk8HNFg1A

2021-09-0813:00:38 [lJ

I[] eyIhbGei0oilTUZzIINITsInRSCCIEIKPXVCIS. eyIpZCIEI YINGMAZWY SLWZLOWYENGH2MYLiMTUXLTZKY2RIMTLFM2NKYy T InVpZCT6bnVsbHe . 8xFQCErpY: 5y2FpDLU937gBoCHgcMDQFog

2023-05-0415:08:29 [lJ

I0] eyIhbGeiOiITUZTINITSTnRSCCTETkpXVCIS . eyIpZCT6TmUxZjABNZUZL TcwODALNGIhZi11YTILWEXNTUSNTASOTIBOST STnVpZCT6bnVsbH . T2WbdeWDx2V-xtYe2Pal-YmxHY_31_Rmg3K3HIHGANs

2024-08-1517:27:42 [J

I} eyIhbGeioilIUZzIINiTsInRScCIEIpXVCIS. eyIpZCI613c0ZmZkZIZ1LT1F0DgtNDQ2YSOSNDFFLTNY2VINZMZHTAYYiTsInVpZC I6bnVsbHe. V9aYYpOgdBvP1gBFxTy IuTqlS_vTGeX_ylLT4TobS9T

2024-08-1517:38:34 [fJ
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